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The Foundational Role of 
Gaming Regulators in Fighting 
Illegal Offshore Gambling
A Guide to Protect Regulatory Standards

INTRODUCTION
Over the past two decades, regulated gaming has expanded to 44 states. This 
has not only increased available entertainment options, but also created jobs and 
positive economic impact in communities across the country while generating 
significant state tax revenue. States have established rigorous licensing regimes 
to ensure game integrity and consumer safety. 

However, today, the near ubiquity of internet access and smart phones also 
allows Americans in every state easy access to illegal, unregulated sportsbooks 
and casinos that aggressively target the U.S. market. Research by the American 
Gaming Association estimates that Americans bet nearly $64 billion with illegal 
bookies and online sportsbooks and $338 billion with illegal online casinos 
annually, which results in these entities reaping an estimated $17.3 billion in 
revenue. 

The proceeds often support other serious criminal activity including money 
laundering and trafficking of drugs and weapons. The prevalence and 
accessibility of these illegal platforms undermines the integrity and investments 
of the highly regulated, legal gaming market and poses serious risks to 
consumers. Illegal operators prey on vulnerable customers – including minors 
– offer no commitment to responsible gaming, no testing to ensure game 
fairness, and no mechanisms to guarantee payouts or resolve customer disputes. 
Moreover, because these illegal gambling operators pay no taxes, states and 
communities lose an estimated $4.6 billion annually in potential tax revenues. 

Illegal operators 
prey on vulnerable 
customers, offer no 
commitment to responsible 
gaming, no testing to ensure 
game fairness, and no 
mechanisms to guarantee 
payouts or resolve customer 
disputes. 

https://www.americangaming.org/resources/sizing-the-illegal-and-unregulated-gaming-markets-in-the-u-s/
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HOW THE ILLEGAL MARKET THRIVES 
Prior to the U.S. Supreme Court invalidating the Professional and Amateur Sports 
Protection Act (PASPA) in May 2018, illegal sportsbooks had a virtual monopoly 
in the marketplace. This allowed many of them to build well-known brands 
with loyal customer bases. While the introduction of legal sports betting has 
successfully migrated a significant share of the market to regulated channels, 
illegal sportsbooks continue to thrive and even capitalize on consumer confusion 
about the changed legal status of sports betting in many states. While 7 out of 10 
gamblers want to bet legally, many are deceived by unlicensed offshore websites 
that pose as legal operators. 

These websites have slick user interfaces, frequently featuring team logos and 
celebrity endorsers, and offering generous bonuses and incentives for customers 
to sign up.

This veneer of legality is also often perpetuated and amplified through various 
trusted intermediaries such as search engines, media outlets, app stores and 
payment brands. Searching for “bet on sports” or “gamble online” will frequently 
yield multiple illegal sites at the top of results. Internet searches to determine the 
legality of specific sites also falsely indicate that these are legal operators.

While 7 out of 10 
gamblers want to bet 
legally, many are deceived 
by unlicensed offshore 
websites that pose as legal 
operators. 
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Offshore operators often use media, affiliates and paid advertorials to market and 
drive traffic to their sites, including through college publications like the Penn 
State example below.  Apps are available for many of the largest offshore sites, 
which allow customers to place bets directly through the app. Offshore websites 
promote acceptance of major credit cards as well as cryptocurrencies.

 
HOW DO YOU EAT AN ELEPHANT?
Shutting off access to illegal offshore gambling sites is a complex challenge. 
Making meaningful strides to eradicate this problem requires cooperation and 
engagement from policymakers, regulators, law enforcement, the regulated 
gaming industry and other businesses. While federal law enforcement may be 
best equipped to prosecute and pursue other sweeping tactics to disrupt these 
operations, state gaming regulators can play a pivotal role in advancing efforts to 
combat the illegal market. 

This letter to U.S. Attorney General Merrick Garland sent by seven state gaming 
regulators was an important step to elevate the problem of offshore gambling. 
Gaming regulators can also use their position to highlight specific offshore 
operators’ non-compliance with their state laws and issue cease and desist 
orders to these entities. For New Jersey, this tactic has proven successful in 
compelling some offshore sites to no longer accept bets from within their state. 

Gaming regulators can 
use their position to 
highlight specific offshore 
operators’ non-compliance 
with their state laws and 
issue cease and desist orders 
to these entities.

https://www.americangaming.org/wp-content/uploads/2023/05/Gaming-Regulator-Letter-to-DOJ-Final.pdf
https://www.gamingintelligence.com/legal/19093-nj-regulator-targets-affiliates-promoting-illegal-gaming-sites/#:~:text=The%20DGE%20has%20sent%20cease,the%20regulated%20New%20Jersey%20sites
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While cease and desist letters may ultimately be ignored by illegal entities, 
issuing them is still a valuable exercise for several reasons. Official 
documentation that named entities are operating in violation of multiple state 
laws can help increase the attention from federal law enforcement and prompt 
intermediaries, like tech platforms, to take action against named bad actors. 
Publication of these regulatory actions can also help to educate uninformed 
consumers and increase media attention on the problem. 

 
ROADMAP FOR REGULATOR ACTION
Appendix A includes a list of the most popular and profitable illegal sportsbooks 
and casinos that are likely operating in your state. 

Recommended steps:

1. Investigate accessibility of these sites within your state market.

2. Issue C&D letters to entities operating in violation of your state laws and 
regulations.  

3. Publicize/promote C&Ds through appropriate state government channels to 
enhance consumer awareness. 

4. Share C&Ds with State Attorney General & United States Attorney(s) for your 
District(s) to help inform and encourage further investigation/prosecution.

5. Share C&D’s with other gaming regulatory agencies so those agencies can 
conduct due diligence to see if recipients are conducting illegal business in 
their state.

6. Share with the AGA directly, if permissible under state legal guidelines. We 
will leverage this letter repository as we continue to engage with media, 
intermediaries, law enforcement and policymakers. 

To share how you’re taking action or to learn more, contact  
LaVonne Withey, director, state affairs, at lwithey@americangaming.org.

799 9TH STREET NW, #700 WASHINGTON, DC 20001
AmericanGaming.org

© 2023 American Gaming Association. All rights reserved.

mailto:lwithey%40americangaming.org?subject=
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APPENDICES

APPENDIX A: LIST OF TOP OFFSHORE 
SPORTSBOOKS AND CASINOS

5Dimes 

BetAnySports

BetDSI

BetNow

BetOnline.ag

Bookmaker

Bovada

GTbets

Heritage

Intertops

MyBookie.ag

Skybook

SportsBetting.ag

WagerWeb

Xbet

Youwager
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DISTRICT U.S. ATTORNEY EMAIL

Alabama, Middle Sandra Stewart sandra.stewart@usdoj.gov 

Alabama, Northern Prim F. Escalona prim.escalona@usdoj.gov 

Alabama, Southern Sean Costello sean.costello@usdoj.gov 

Alaska S. Lane Tucker lane.tucker@usdoj.gov 

Arizona Gary M. Restaino gary.restaino@usdoj.gov 

Arkansas, Eastern Jonathan D. Ross john.ross@usdoj.gov

Arkansas, Western Clay Fowlkes clay.fowlkes@usdoj.gov 

California, Central E. Martin Estrada martin.estrada@usdoj.gov 

California, Eastern Phillip A. Talbert phillip.talbert@usdoj.gov 

California, Northern Ismail J. Ramsey ismail.ramsey@usdoj.gov

California, Southern Randy S. Grossman randy.grossman@usdoj.gov 

Colorado Cole Finegan cole.finegan@usdoj.gov 

Connecticut Vanessa Roberts Avery vanessa.avery@usdoj.gov 

Delaware David C. Weiss david.weiss@usdoj.gov 

District of Columbia Matthew M. Graves matthew.graves@usdoj.gov 

Florida, Middle Roger B. Handberg roger.handberg@usdoj.gov 

Florida, Northern Jason R. Coody jason.coody@usdoj.gov 

Florida, Southern Markenzy Lapointe markenzy.lapointe@usdoj.gov 

Georgia, Middle Peter D. Leary peter.leary@usdoj.gov 

Georgia, Northern Ryan K. Buchanan ryan.buchanan@usdoj.gov 

Georgia, Southern Jill E. Steinberg jill.steinberg@usdoj.gov

Guam & Northern Mariana 
Islands Shawn N. Anderson shawn.anderson@usdoj.gov 

Hawaii Clare E. Connors clare.connors@usdoj.gov 

Idaho Joshua D. Hurwit joshua.hurwit@usdoj.gov 

Illinois, Central Gregory K. Harris gregory.harris@usdoj.gov 

Illinois, Northern Morris Pasqual morris.pasqual@usdoj.gov

Illinois, Southern Rachelle L. Crowe rachelle.crowe@usdoj.gov 

Indiana, Northern Clifford D. Johnson clifford.johnson@usdoj.gov 

Indiana, Southern Zachary A. Myers zachary.myers@usdoj.gov 

Iowa, Northern Timothy Duax timothy.duax@usdoj.gov 

Iowa, Southern Richard D. Westphal richard.westphal@usdoj.gov 

Kansas Kate E. Brubacher kate.e.brubacher@usdoj.gov

Kentucky, Eastern Carlton S. Shier IV carlton.shier@usdoj.gov 

Kentucky, Western Michael A. Bennett michael.bennett3@usdoj.gov 

Louisiana, Eastern Duane A. Evans duane.evans@usdoj.gov 

APPENDIX B: LIST OF U.S. ATTORNEYS & CONTACTS

Contacts were pulled in June 2023. To confirm the current U.S. Attorney 
for your district, please reference the Department of Justice listing.

https://www.justice.gov/usao/us-attorneys-listing
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Louisiana, Middle Ronald C. Gathe, Jr. ronald.gathe@usdoj.gov 

Louisiana, Western Brandon B. Brown brandon.brown@usdoj.gov 

Maine Darcie N. McElwee darcie.mcelwee@usdoj.gov 

Maryland Erek L. Barron erek.barron@usdoj.gov 

Massachusetts Joshua S. Levy joshua.levy@usdoj.gov

Michigan, Eastern Dawn N. Ison dawn.ison@usdoj.gov 

Michigan, Western Mark A. Totten mark.totten@usdoj.gov 

Minnesota Andrew M. Luger andrew.luger@usdoj.gov 

Mississippi, Northern James C. "Clay" Joyner clay.joyner@usdoj.gov 

Mississippi, Southern Darren J. LaMarca darren.lamarca@usdoj.gov 

Missouri, Eastern Sayler A. Fleming sayler.fleming@usdoj.gov 

Missouri, Western Teresa A. Moore teresa.moore@usdoj.gov 

Montana Jesse A. Laslovich jesse.laslovich@usdoj.gov 

Nebraska Steven A. Russell steve.russell@usdoj.gov 

Nevada Jason M. Frierson jason.frierson@usdoj.gov 

New Hampshire Jane E. Young jane.young@usdoj.gov 

New Jersey Philip R. Sellinger philip.sellinger@usdoj.gov

New Mexico Alexander M.M. Uballez alexander.uballez@usdoj.gov 

New York, Eastern Breon S. Peace breon.peace@usdoj.gov 

New York, Northern Carla B. Freedman carla.freedman@usdoj.gov 

New York, Southern Damian Williams damian.williams@usdoj.gov 

New York, Western Trini E. Ross trini.ross@usdoj.gov 

North Carolina, Eastern Michael F. Easley, Jr. michael.easley@usdoj.gov 

North Carolina, Middle Sandra J. Hairston sandra.hairston@usdoj.gov 

North Carolina, Western Dena J. King dena.king@usdoj.gov 

North Dakota McLain J. Schneider mac.schneider@usdoj.gov 

Ohio, Northern Michelle M. Baeppler michelle.baeppler@usdoj.gov 

Ohio, Southern Kenneth L. Parker kenneth.parker@usdoj.gov 

Oklahoma, Eastern Christopher Wilson chris.wilson@usdoj.gov

Oklahoma, Northern Clinton J. Johnson clinton.johnson@usdoj.gov 

Oklahoma, Western Robert J. Troester robert.troester@usdoj.gov 

Oregon Natalie K. Wight natalie.wight@usdoj.gov 

Pennsylvania, Eastern Jacqueline C. Romero jacqueline.romero@usdoj.gov 

Pennsylvania, Middle Gerard M. Karam gerard.karam@usdoj.gov 

Pennsylvania, Western Troy Rivetti troy.rivetti@usdoj.gov 

DISTRICT U.S. ATTORNEY EMAIL



AMERICAN GAMING ASSOCIATION |  THE FOUNDATIONAL ROLE OF GAMING REGULATORS IN FIGHTING ILLEGAL OFFSHORE GAMBLING

8

Puerto Rico W. Stephen Muldrow w.stephen.muldrow@usdoj.gov

Rhode Island Zachary A. Cunha zachary.cunha@usdoj.gov 

South Carolina Adair F. Boroughs adair.boroughs@usdoj.gov 

South Dakota Alison J. Ramsdell alison.ramsdell@usdoj.gov 

Tennessee, Eastern Francis M. (Trey)Hamilton III trey.hamilton@usdoj.gov 

Tennessee, Middle Henry C. Leventis henry.leventis@usdoj.gov 

Tennessee, Western Kevin G. Ritz kevin.ritz@usdoj.gov 

Texas, Eastern Damien M. Diggs damien.diggs@usdoj.gov 

Texas, Northern Leigha Simonton leigha.simonton@usdoj.gov 

Texas, Southern Alamdar S. Hamdani alamdar.hamdani@usdoj.gov 

Texas, Western Jaime E. Esparza jaime.esparza@usdoj.gov 

Utah Trina A. Higgins trina.higgins@usdoj.gov 

Vermont Nikolas P. Kerest nikolas.kerest@usdoj.gov

Virgin Islands Delia L. Smith delia.smith@usdoj.gov 

Virginia, Eastern Jessica D. Aber jessica.aber@usdoj.gov 

Virginia, Western Christopher R. Kavanaugh christopher.kavanaugh@usdoj.gov 

Washington, Eastern Vanessa Waldref vanessa.waldref@usdoj.gov 

Washington, Western Nicholas W. Brown nicholas.brown@usdoj.gov 

West Virginia, Northern William J. Ihlenfeld william.ihlenfeld@wvsenate.gov 

West Virginia, Southern William S. Thompson will.thompson@usdoj.gov

Wisconsin, Eastern Gregory J. Haanstad greg.haanstad@usdoj.gov 

Wisconsin, Western Timothy O'Shea tim.oshea@usdoj.gov 

Wyoming Nicholas Vassallo nick.vassallo@usdoj.gov 

DISTRICT U.S. ATTORNEY EMAIL


